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Privacy policy for insurance policies 

How we handle your data and your rights in this context 

We would like to inform you about how PrismaLife AG processes your personal data and about the rights you have 
pursuant to data protection regulations under the rules of the EU General Data Protection Regulation (GDPR). As an 
insurance company, we are primarily subject to the GDPR through our registered office in the Principality of Liechtenstein 
(European Economic Area). In addition, we take into account the relevant national data protection regulations based on 
our cross-border activities. 

What data is processed specifically and in what way it is used depends largely on the insurance product applied for or 
agreed upon. 

1. Who is responsible for the data processing and who is the responsible contact person? 

PrismaLife AG, the company through which you have applied for an insurance product. 

Our contact details are: 

PrismaLife AG 
Industriering 40 
9491 Ruggell 
Liechtenstein 
Phone: 00423 220 01 00 
Fax: 00423 237 00 09 
Email: info@prismalife.com 
 
For data protection matters, please contact our data protection officer at the above address or by email at:  
data-protection@prismalife.com   

2. What personal data do we use and where does it come from? 

We process personal data that we have received in the context of our business relationship. In addition and to the extent 
necessary for providing our services, we process personal data that we have received or will receive in the future from 
third parties, for example from cooperation partners or credit reference agencies, in a legitimate way, for example for the 
execution of orders, for the performance of contracts or on the basis of consent granted by you. 

Secondly, we process personal data that we have legitimately obtained from publicly accessible sources, for example 
debtor lists, commercial registers and registers of associations, the press, media, and that we are allowed to process. 

We collect personal data without the involvement of the data subject if we have received the data from the application 
documents from you as the policyholder. If we also receive the data from other persons in addition to your personal data, 
as our policyholder, you must inform the data subjects of the data processing because we as an insurance company are 
subject to business secrecy and thus without your consent as the policyholder are not allowed to give information to 
further data subjects. This may, for example, be an additional insured person, a beneficiary, a person other than you who 
pays premiums or any other beneficial owner or person with power of representation. 

Relevant personal data includes personal details (name, address and other contact details, date and place of birth and 
nationality), proof of identity data, for example identity card data, tax identification numbers and authentication data, 
for example a specimen signature). In addition, we process special categories of personal data, for example the health 
data of the insured person requested in the application. Furthermore, this can also include order data, for example a 
payment order, data in connection with the fulfilment of our contractual obligations, information about your financial 
situation, for example creditworthiness,, scoring/rating data, debt collection data, register data and personal data that 
you exchange in our electronic customer portal, myPrismaLife, and other data comparable to the categories mentioned. 
In addition, underwriting data is stored for the policy, such as customer number, insured sum, duration, premium, and if 
necessary, a third party’s information, for example an intermediary’s, an expert’s or a doctor’s information (contractual 
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data). In the event of an insured event, we store your data on the claim and, if applicable, also data from third parties or 
upon expiry of a life insurance policy, the amount paid (benefit data). 

In the event of submission of an electronic signature in your application or other documents during our contractual 
relationship, we record biometric data (writing speed, writing direction, writing pauses and, if applicable, pressure) and 
store and use this data to establish, execute or terminate this insurance policy and to realise PrismaLife’s customer portal, 
myPrismaLife. For the purpose of evidence in any dispute on the genuineness of your signature, we store this data with a 
notary who is legally bound to confidentiality, or for the purpose of the establishment, exercise and defence of legal 
claims. 

3. Why do we process your data (purpose of the processing) and what is the legal basis for this? 

We process your personal data in compliance with the General Data Protection Regulation (GDPR), the Liechtenstein Data 
Protection Act (DSG) and the relevant provisions of all other applicable country-specific laws. 

The data, on the basis of the statutory provisions pursuant to the GDPR, is primarily processed to fulfil the contract (see 
section 3 a)), to safeguard our legitimate interests (see section 3 b)), on the basis of your consent (see section 3c)) and/or 
to fulfil legal obligations (see section 3d)). 

The conclusion, management, execution and fulfilment of the insurance policy are not possible without the 
processing of your personal data. If you do not provide us with this data or do not do so in full, then we might not 
establish the insurance relationship requested or might not assess or satisfy claims arising from an insurance policy. 

Irrespective of the legal basis described above, we need your release from confidentiality in order to be permitted to pass 
on your protected information, for example the fact that you have a policy with us, to other parties, for example the 
intermediary looking after you, service providers for IT, logistics, printing, telecommunications, debt collection and 
address verification or to our reinsurer. The release declaration is indispensable for the application review and for 
establishing, executing or terminating your insurance policy with us. If you do not provide this, the conclusion and 
implementation of the policy will generally not be possible. This declaration concerns the processing of your protected 
data by the recipients specified in section 4. 

The legal basis and the associated processing purposes of your personal data are described below. 

a) For the fulfilment of pre-contractual and contractual obligations (Art. 6 (1) b) GDPR) 

The processing of your personal data mentioned in section 2 is necessary in the context of the application for insurance 
cover. The processing is carried out in order to assess the risk to be assumed. If the insurance policy is completed, we 
process this data to implement the contractual relationship, for example the issuance of the insurance policy or for 
invoicing, for the execution of your orders and all activities necessary for the operation and management of an insurance 
company. We need information on the claim, for example to be able to determine the existence of insurance cover and 
the existence of an insured event as well as its damage amount. 

b) As part of the balancing of interests (Art. 6 (1) f) GDPR) 

If necessary, we process your data beyond the actual performance of the contract in order to safeguard legitimate 
interests of ours or of third parties, unless your interests or fundamental rights and freedoms, which require the 
protection of personal data, prevail. 

These include: 

 consulting and exchanging data with credit reference agencies for determining your payment behaviour and 
creditworthiness based on mathematical-statistical methods using address data; 

 reviewing and optimising procedures for needs analysis and digital communication; 
 information for existing customers about the insurance products concluded and for our own market and opinion 

surveys, provided that you have not objected to the use of your data and all other legal requirements are met; 
 asserting legal claims and defence in legal disputes; 
 ensuring the IT security and IT operation of the insurance company, performance of stress tests, developing new 

and adapting existing products and systems, migrating data to ensure the viability and integrity of the systems and 
also of the processed data; 
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 preventing and investigating criminal offences, we particularly use data analyses to identify indications that may 
point to insurance fraud; 

 measures for the business management and further development of processes, services and products; 
 risk assessment, balancing of the risks assumed by PrismaLife AG and ensuring the satisfaction of your claims; 
 preparing insurance-specific statistics for developing new insurance rates, customer care, quote and application 

processing, policy management, service provision and risk minimisation; 
 compliance purposes: compliance with statutory and other requirements, for example recording and advice-

provision obligations, audits, compliance with audits by the government/authorities, reaction to legal processes, 
pursuit of statutory rights/remedies, management of internal complaints/claims, investigations and compliance 
with strategies/procedures;  

 planning, implementing and documenting internal auditing measures to ensure continuous improvement of our 
business processes and fulfilment of regulatory obligations. 

If we want to process your personal data for a purpose not specified here, we will inform you of this in advance in 
accordance with the statutory provisions. 

c) On the basis herein (Art. 6 (1) a) GDPR and Art. 9 (2) a) in connection with Art. 7 GDPR) 

If you give us consent to process your personal data for certain purposes, this processing is  deemed lawful, for example, 
consent for the processing of your personal data for advertising purposes or consent for the collection, processing and 
use of health data or biometric data, for example data on your electronic signature. The consent to processing your health 
data is indispensable for the application review when entering into a life insurance policy and for the establishment, 
implementation or termination of your insurance policy with us. If you do not provide this, the conclusion and 
implementation of the policy will generally not be possible. 

Any consent you have given can be withdrawn at any time at our contact address (Art. 7 (3) GDPR). This also applies to 
the withdrawal of declarations of consent that were given to us before the General Data Protection Regulation entered 
into force. 

Please note that the withdrawal of consent will only have effect for the future. Processing carried out before the 
withdrawal of consent is not affected. 

d) On the basis of statutory obligations (Art. 6 (1) c) GDPR) or in the public interest (Art. 6 (1) e) GDPR) 

In addition, we process your personal data to fulfil statutory obligations, for example supervisory requirements, 
commercial-law or tax-law retention obligations, fraud and money-laundering prevention, to fulfil auditing and reporting 
requirements under tax laws, to assess and manage risks and for the purpose of informing public authorities and 
institutions. 

As part of the prevention of money laundering and for the prevention of financing of terrorism in the financial markets, 
PrismaLife AG is obliged to identify the policyholder, the beneficial owner, the beneficiary and the premium payer and to 
assess PEP (politically exposed person) status (for more information on the assessments, see section 4f).  

In this context, it is necessary to determine the purpose and nature of the intended business relationship, to obtain and 
verify information on the origin of the resources used, and to continuously monitor the business relationship and the 
transactions carried out within its framework. On this basis, PrismaLife AG must in particular retain copies of the 
documents and information received that contain personal data of the aforementioned persons. This is also necessary 
for the fulfilment of the due diligence obligations described above and the creation of transaction receipts and records, 
which also contain personal data of these persons and are necessary for the identification of transactions. The data 
collected is processed for as long as it is necessary for the performance of the contract and the fulfilment of statutory 
requirements. 

Some of the notifications that are required by law are listed below: 

 FATCA notifications 

The FATCA (Foreign Account Tax Compliance Act) agreement concluded between the Principality of Liechtenstein and 
the United States of America for the promotion of transparency in tax matters aims to ensure that all accounts of US 
persons held abroad are actually taxed in the USA. The agreement implements the American FATCA regulations and 
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requires financial institutions everywhere in the world to report the data and accounts of US persons to the American tax 
authorities. 

 AEOI notifications 

In the context of the AEOI (Automatic Exchange of Information), financial institutions in countries that have consented on 
the basis of their agreement on the application of the AEOI are required to provide their national tax authorities with 
information about their foreign customers and their accounts worldwide. More information is available in the statutory 
information on the automatic exchange of information that you have received with your insurance documents. 

4. To whom may your data be passed on or from whom do we receive it? 

Within PrismaLife AG, your data is received by the departments that need it to fulfil pre-contractual and contractual 
obligations, in the context of the balancing of interests or your consent and on the basis of statutory obligations or in the 
public interest. Processors that we use (Art. 28 GDPR) may receive data for these aforementioned purposes and process 
it on our behalf. With respect to passing on data to processors and to recipients outside of the insurance company (third 
parties), it should first be noted that due to statutory requirements, we are bound to confidentiality on all customer-
related facts and evaluations of which we gain knowledge (duty of confidentiality). We are only permitted to pass on 
information if you have released us from the duty of confidentiality, if statutory provisions permit or require it, or we are 
legally authorised to provide information. Under these conditions, recipients of personal data can include: 

a) Reinsurers: 
We insure risks that we assume with special insurance companies (reinsurers). For this purpose, it may be necessary to 
transfer your policy and claim data to a reinsurer so that the reinsurer can form its own opinion about the risk or the 
insured event. In addition, the reinsurer may support our company in risk assessment or indemnify assessment or in the 
performance assessment. This is due to the particular specialist knowledge. We transfer your data to the reinsurer only 
to the extent necessary for the fulfilment of our insurance contract with you or to the extent necessary to safeguard our 
legitimate interests. More information on the reinsurer appointed is available on the reinsurers’ websites: 

Swiss RE Europe S.A., Germany branch, Munich  
www.swissre.com/privacy_policy.html  

RGA International Reinsurance Company dac, Germany branch, Cologne 
www.rgare.com/privacy-policy/english  

Partner Reinsurance Europe SE, Zurich 
https://partnerre.com 

Hannover Rück SE, Germany, Hannover 
www.hannover-rueck.de/182750/datenschutz 

You can also request information from the contact details provided above. 

b) intermediary: 
If you are advised by an intermediary (independent insurance agent) with regard to your insurance policies, your 
intermediary shall process contact data, advice services data and the application, policy and claim data needed to 
conclude and implement the policy as a separate controller under data protection law. Our company also transfers this 
data to the intermediaries responsible for you to the extent that the intermediaries require the information for your 
support and advice in your insurance and financial services matters. 

If you are advised by an intermediary (insurance broker) with regard to your insurance contracts, your intermediary shall 
process contact and advisory data as well as the application, contract and loss data required for the conclusion and 
execution of the contract as his own data protection officer on the basis of the intermediary power of attorney granted 
that you have granted. Furthermore, your data may also be transmitted by your insurance intermediary to an insurance 
intermediary's service company (intermediary pool) if you have authorised your insurance intermediary to do so. Our 
company also transmits this data to the intermediary who is responsible for you and, if applicable, to his service company 
(intermediary pool) on the basis of the intermediary power of attorney granted by you, insofar as these require the 
information. 

http://www.swissre.com/privacy_policy.html
https://www.rgare.com/privacy-policy/english
https://www.rgare.com/privacy-policy/english
https://www.rgare.com/privacy-policy/english
https://partnerre.com/
https://www.hannover-rueck.de/182750/datenschutz
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c) Processors: 
If necessary, we sometimes work with processors to fulfil our pre-contractual, contractual and statutory obligations, 
which you can find in the overview in the appendix and the current version in our website. 

d) Public authorities and institutions:  
In addition, we can transfer your personal data to additional recipients, e.g. to authorities in order to fulfil statutory 
notification obligations, for example financial authorities or prosecution authorities, FMA, BaFin, FINMA, IVASS, MFSA 
etc.). 

e) Credit reference agencies: 
Our company assesses your credit score regularly when concluding policies and in certain cases where there is a 
legitimate interest. For the purpose of the credit or credit score check of our German policyholders, Creditreform 
Boniversum GmbH (Hellersbergstraße 11, 41460 Neuss) and Creditreform Konstanz Müller & Schott GmbH & Co. KG 
(Mainaustr. 48, 78464 Konstanz) of our Austrian policyholders, Bisnode Austria Holding GmbH (Jakov-Lind-Straße 4/2, A-
1020 Wien), of our Swiss policyholders, Bisnode D&B Schweiz AG (Grossmattstr. 9, 8902 Urdorf, Switzerland), of our Italian 
policyholders, Creditreform Italia Srl (Via Pietro Giardini, 466 – 41124 Modena (MO)) and of our Maltese policyholders, 
Creditinfo Malta Ltd. (199 Eucharistic Congress Road, Mosta, Malta, MST 9036) will send us your address and credit score 
stored in its database, including score values determined on the basis of mathematical-statistical analyses, provided that 
we could credibly set out our justified interests. For the calculation of the score value, address data is also used, among 
other things. More detailed information on the activities of the aformentioned credit reference agencies can be found in 
the respective information sheets pursuant to art. 14 of the GDPR at 

www.boniversum.de/eu-dsgvo/informationen-nach-eu-dsgvo-fuer-verbraucher  

www.creditreform.de/datenschutz 

www.informativaprivacyancic.it/informativa-sul-trattamento-dei-dati-personali-per-finalita-di-informazione-
commerciale.aspx  

You can also request information from the contact details provided above. 

f) Refinitiv (provider of World-Check): 
Our company regularly checks incoming and outgoing payments to persons of risk and organisations using World-Check 
and sends your name to Refinitiv when concluding policies and in certain cases where there is a legitimate interest. The 
functions of Worldcheck include sanction screening, PEP monitoring, combating money laundering, combating the 
financing of terrorism, anti-bribery and corruption, and combating organised crime. Refinitiv, the provider of World-
Check, names more than 530 sanctions, regulatory and watch lists, as well as national and international data sources. 
More information on the work of the private database are available on  

www.refinitiv.com/en/products/world-check-kyc-screening/privacy-statement/#faqs. 

g) Debt collection companies: 
If you as our policyholder do not meet the contractual obligations and fall into payment arrears, we retain an authorised 
debt collection company to collect the debt on a case-by-case basis. 

h) Repayment vehicle database: 
If your contract is used for credit protection, data necessary to ensure a continuous flow of information on the value and 
proper servicing of the repayment vehicle when the loan is granted will be passed on to the creditor. 

i) Further data recipients 
In addition, other data recipients may be those entities for which you have given us consent to the transfer of data or an 
order to do so or for which you have released us from our confidentiality obligations, for example governmental 
authorities, courts, experts, appraisers, lawyers, credit institutions etc. 
A list of the processors with which we have an ongoing business relationship, and all other aforementioned recipients of 
your personal data is available in the overview attached and the latest version available on our website at 
www.prismalife.com/en/data-protection. 

 

https://www.boniversum.de/eu-dsgvo/informationen-nach-eu-dsgvo-fuer-verbraucher/
https://www.creditreform.de/datenschutz
https://www.informativaprivacyancic.it/informativa-sul-trattamento-dei-dati-personali-per-finalita-di-informazione-commerciale.aspx
https://www.informativaprivacyancic.it/informativa-sul-trattamento-dei-dati-personali-per-finalita-di-informazione-commerciale.aspx
https://www.refinitiv.com/en/products/world-check-kyc-screening/privacy-statement/#faqs
https://www.prismalife.com/en/data-protection
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5. Transfer of data to a third country 

We transfer your personal data to recipients outside of the European Economic Area (EEA) that have their headquarters 
located in Switzerland. The transfer only takes place if the European Commission has confirmed an appropriate level of 
data protection for the third country or other appropriate data protection guarantees exist, for example EU standard 
contractual clauses. The European Commission has confirmed an appropriate level of data protection for Switzerland. 
Detailed information on this is available here in the Commission Decision:  
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32000D0518&from=EN.  
You can also request confirmation from the aforementioned contact details. 

6. How long will my data be stored? 

We store your personal data for as long as it is needed for the aforementioned purposes. It may happen that personal 
data is stored for the period in which claims against our company can be established (statutory period of limitations of 
three or up to thirty years). In addition, we store your personal data if we are legally obliged to do so. The corresponding 
proof and retention obligations result from, among other things, the Act on the Supervision of Insurance Undertakings, 
the Due Diligence Act and the Anti-Money Laundering Act. The storage periods are generally ten years. If the policy is not 
concluded with you, we store your health data collected as part of the risk assessment until the end of the third calendar 
year after the year of submitting the application in case you apply for insurance cover again. 

7. What data protection rights do I have? 

According to the General Data Protection Regulation, as a data subject you have a right of access pursuant to Art. 15, the 
right to rectification pursuant to Art. 16 of the GDPR, the right to erasure pursuant to Art. 17 of the GDPR, the right to 
restriction of processing pursuant to Art. 18 of the GDPR and the right to data portability from Art. 20 of the GDPR. 
Furthermore, there is a right to withdraw consent pursuant to Art. 7 (3) of the GDPR and a right to object pursuant to Art. 
21 of the GDPR. If you make use of your aforementioned rights, we assess whether the statutory requirements for this 
have been met. In addition, there is a right to lodge a complaint with a supervisory authority (Art. 77 GDPR). 

The data protection supervisor authority responsible for us is: 

Datenschutzstelle Liechtenstein 
Städtle 38 
Postfach 684 
9490 Vaduz 
Liechtenstein  

You can exercise all rights by sending an email to data-protection@prismalife.com, by contacting us using postal services 
or via the contact form on our website or via the myPrismaLife customer portal. 

So that our reply can correctly be addressed to you as the data subject, you will need to identify yourself or contribute to 
the identification of your person. 

8. Am I obliged to provide personal data? 

As part of our business relationship, you only need to provide the personal data this is necessary for the establishment, 
implementation and termination of a business relationship, or that we are legally required to collect. Without this 
information, the conclusion of the policy or the execution of the order must generally be refused or it will no longer be 
possible to implement an existing policy, and if applicable it will then be terminated. In particular, we are required under 
the due diligence and anti-money laundering rules and the rules on the Automatic Exchange of Information in tax matters 
(AEOI) and the Foreign Account Tax Compliance Act (FATCA) to identify you as the policyholder or as the beneficial owner 
or premium payer. This can be accomplished for example, by using your identity card, before establishing the business 
relationship, and in so doing to collect your surname, forenames, place of birth, date of birth, nationality, home address, 
tax residence and tax identification number. So that we can meet this statutory obligation, you must provide us with the 
necessary information and documents in accordance with the Anti-Money Laundering Act, the AEOI Act and FATCA and 
report any changes arising over the course of the business relationship to your intermediary or us as the insurance 
company immediately. If you do not provide the necessary information and documents, we will not be permitted to 
establish or continue the requested business relationship. 

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32000D0518&from=EN
mailto:data-protection@prismalife.com
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9. To what extent is there an automated decision-making process in individual cases? 

In principle, we do not use fully automated decision-making pursuant to Art. 22 of the GDPR to establish or conduct the 
business relationship. If we use this process in future in individual cases, we will inform you of this separately if required 
by law. 

 

Information on your right to object pursuant to Art. 21 of the General Data Protection Regulation (GDPR) 

1. Right to object in individual cases 

You have the right to object at any time on grounds relating to your particular situation to the processing of personal data 
concerning you that is based on point e) of Art. 6 (1) of the GDPR (data processing in the public interest) and point f) of 
Art. 6 (1) of the GDPR (data processing on the basis of the balancing of interests).  

If you file an objection, we will no longer process your personal data unless we can demonstrate compelling legitimate 
grounds for the processing which override your interests, rights and freedoms or for the establishment, exercise or 
defence of legal claims. 

2. Right to object to processing of data for direct advertising purposes 

We process your personal data for direct advertising purposes in individual cases. You have the right to object to the 
processing of personal data for the purposes of such advertising at any time. 

If you object to processing for direct advertising purposes, we will no longer process your personal data for such purposes. 

The objection can be made without any conditions as to content or format and should be addressed to: 

PrismaLife AG 
Industriering 40 
9491 Ruggell 
Liechtenstein 
Fax: 00423 237 00 09  
Email address: info@prismalife.com 
 

If you have any questions on this privacy policy, please do not hesitate to contact PrismaLife AG using the above contact 
details. 

Note:  

This “Privacy policy for insurance policies” may be updated at a later date due to changes, for example to the statutory 
provisions. You can obtain the latest version of this privacy policy and the service provider list on PrismaLife AG’s website 
at www.prismalife.com/en/data-protection. 
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